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Functional vs. structural testing

Functional testing
test cases derived from specification (code seen as black-box)
focuses on expected/specified behaviour only

Structural testing

considers unexpected functionality as a result of combinations of
possible intended operations
(based on code structure: code seen as white-box)

Effort
existing tools usually just measure the coverage achieved
very few tools support tester with hints on how to increase coverage

fully automated test case generation based on deterministic static
analysis is in general impossible

the result of each test run must be checked against specification
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Vision

Tester's desire:

System under test

Optimal

Parameters
test data set
self-configuration

optimal:

high coverage with

small test set size
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Class structure of testing techniques

—| functional |
equivalence partitioning
—| structural
—| control flow |

M statement coverage

H branch coverage

H condition coverage
simple

condition/decision
minimal multiple
modified cond./decision
multiple
LCSAJ test
boundary interior test
structured path test
data flow
—| DU criteria |
all defs
all p-uses
all c-uses
all p-uses/some c-uses
all c-uses/some p-uses
all uses
all DU-paths
required k-tuples
data context coverage
mutation test
back to back test according to Liggesmeyer|
regression test class structure of dynamic test techniques|
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Original dataflow criteria by Rapps/Weyuker

Motivation
Just as one would not feel confident about the correctness
of a portion of a program which has never been executed,
we believe that if the result of some computation has never been used,
one has no reason to believe that the correct computation has been performed
Sandra Rapps / Elaine J. Weyuker (1982/1985)

Basis of Dataflow — Oriented Testing
extended variant of control flow graph, annotated with data attributes
so-called data flow attributed control flow graph

Usage of Variables
after memory allocation
until deletion
three different types of operations can be carried out
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Dataflow relevant events

def definition

associated to corresponding nodes of control flow graph containing
variable defining (not declaring!) instruction

eg.x = f();

c-use computational use

associated to corresponding nodes of control flow graph containing
computing instruction

eg.f(x +y);

p-use predicative use

associated to all edges of control flow graph going out from node
containing predicate expression in order for branch coverage to be
subsumed by most data-flow testing criteria

eg.if(x <y;
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DU-Criteria

“all-defs" — criterion requires to execute
at least one def-clear sub-path from each def to at least one reachable use

“all-p-uses"” — criterion requires to execute

at least one def-clear sub-path from each def to each reachable p-use
“all-c-uses" — criterion requires to execute

at least one def-clear sub-path from each def to each reachable c-use

“all-p-uses/some-c-uses" — criterion requires to exec ute

at least one def-clear sub-path from each def to each reachable p-use
if a def does not reach a p-use, then to at least one reachable c-use

“all-c-uses/some-p-uses" — criterion requires to exec ute

at least one def-clear sub-path from each def to each reachable c-use
if a def does not reach a c-use, then to at least one reachable p-use

“all-uses" — criterion requires to execute
at least one def-clear sub-path from each def to each reachable use

“all-du-paths” — criterion requires to execute
all (feasible) loop-free def-clear sub-paths from each def to each reachable use
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Subsumption hierarchy

All paths
Ordered Context  Required K- Multiple Condition
Coverage+ Tuples (K>2)+ All DU-Paths Coverage

i TER
\ S ,, e \

Context Coverage+ Required Pairs+ ___.*" Structured

. Path Test Modified
o Condition/Decision
2-dr interaction / Coverage
Coverage All Uses Boundar TER 3
\ |r1teriory (LCSA)) ,/_/
,/_/\ Minimal
multiple
All c-Uses / All p-Uses /
Some p-Uses Some c-Uses //_/
/_/\\,/_/\\ Condition/Decision
Coverage
All c-uses All defs All p-Uses

Branch Conchtion
Coverage
\ Coverage
S. Rapps / E. J. Weyuker 82 Statement
S. C. Ntafos 84
B. Korel / J. Laski 83 Coverage
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Why dataflow? — an example

public int f(int a, int b, String c) {

def(a), def(b), def(c)

if (a>0) {
c =null;
}
p-use(a)
if (b <0){
b = c.length(); def(c)
}
return b;
}
statement-coverage: p-use(b)

1-2-3-4-5-6-8 + 1-2-3-5-6-7-8 MPASS
branch-coverage: c-use(c), def(b)
1-2-3-4-5-6-8 + 1-2-3-5-6-7-8 MPASS
c-use(b)
e.g. all-uses (requires pair 4/7 ):
1-2-3-4-5-6-7-8 XIFAIL
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Faults revealed by dataflow testing

During static analysis phase:
dead code
syntactically endless loops
uses statically reachable without prior definition

During dynamic execution phase
all-p-uses vs. branch coverage: not only each decision once, but
additionally all possible data flows the decision might rely upon
definitions with unreachable uses (even if syntactically reachable):
possible hint on logical program fault
different kinds of data-processing faults (e.g. anomalous conversion or
type-inconsistent use) since all def/luse-combinations must be
exercised
in object-oriented software: state of an object and its change in terms
of definitions and uses of variables representing the state
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Specifics of object-oriented Java Software

“variables” must be distinguished:
static fields
local variables
(object) fields: same name in each instance
arrays: special “objects”
multi-threading
“pointer-aliasing” - equivalent
different variables might denote the same instance
multiple hidden def/use-associations
due to field access through methods
p-uses and c-uses hardly distinguishable
because predicates may contain method calls
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Dataflow oriented test-case generation

5 g EAI‘ = P rOJeCt with Evolutionary Algorithms
Dynamic Analysis Static Analysis
4 a4 b4
Global Local
Optimisation Optimisation
b 4

HJEAT 1.0 ‘ ‘

-
Global Local

Optimisation Optimisation
Automatic Test Data Generation: gEAr 2.0

TAV 21 Department of Software Engineering 11.06.2004
Norbert Oster University of Erlangen-Nuremberg page 12




Evolutionary Algorithms

basic idea: Darwinian theory of evolution

| Initialisation

| Evaluation (Fitness) |

aborting criteria fulfilled?

|Se|ection*+Crossover* |

l

Crossover

Population i

| Mutation* |
L ]
1
| output best result |
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Data Structure (global optimisation)
Population: T Ts Ts T§ Ts
TestSetCollection 1 2 3 k-1 kK
Individual:
— e TN T TC TC
TEStSCt (Testdatensatz) 1 2 3 m-1 L3
Chromosome:
= Ar Ar Ar Ar Ar
TestCase (Testfall) 41 4> LE Gn1 Gu
ene. D
Argument ata
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Examples: Crossover, Mutation

Crossover (example: single point)

TSy | TChs| - | TCx |TCm xel| o | TChn mother
v
TSC: | TCc,l ch,x ch,x+1 |ch,x+p Ch'ld
'y
TS ‘ TC, | TC, [TCiyn |TCWp father
Mutation of a test set
add a test case
remove a test case
mutate a test case:
add an argument
remove an argument
mutate an argument
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Processing of Source-Code
SDK-Source
1
1
1
1
1
1
1
1
|
LA Lo
DU-Log

| instr. Byte-Code |

4) generate SUT

| suT (Jarls])
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Test Case Execution
.gEAr Workbench
Remote Remote
Execution I Execution
Manager Optimisation Manager
l Engine
Remote Remote
Exec. . Local Execution A Exe_c.
Engine | ™. Manager Engine
Local Exec. Local Exec. 8
Engine Engine e
.......... v Exec.
................ Engine
Local Exec. Local Exec. [t
Engine Engine
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Execution of Test Cases
0) send to REE | DU-Log

1) send to REE i

3) interpret runLog

| Coverage |
4) send back REE: Remote Execution Engine
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SUT - Interface

Test case execution corresponds to running an “application”
with test parameters (test case is therefore ,String[] args®)
thus calling: public static void main(String[] args)

Internal data types in .gEAr:
enumeration
string (any char or from a given set)
integer (long with adjustable range; covering byte, char, int, long)
floating point (double with adjustable range; covering float, double)

Tester must specify in .gEAr:
the arguments in terms of the types above
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Example ,OutputParameters*”: Source Code

class OutputParameters {
public static void main(String[] args) {
try {
System.out.printin("Parameters:");
for (int i=0; i< args.length; i++) {
System.out.printin(" - <"+args[i]+">");
}

System.exit(0);
} catch (Exception e) {
System.exit(1);
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Example: Instrumented Source Code

class OutputParameters implements Instanceld {
public int ___instanceld = DULog.getNewlInstanceld(0);
public final synchronized int ___getinstanceld(){return ___instanceld;}
public static void main(String[] args){
DULog.enter(19);
try{
try{
((java.io.PrintStream)DULog.useStatic(1,System.out )).printin
((java.lang.String)DULog.cp(2,"Parameters:" ));
for(int i= (int)DULog.defLocal(3,0);
DULog.predResult(8,DULog.newPredicate(7),
(int)DULog.useLocal(4,i)
< DULog.useArrayLength(6,(java.lang.String[])DULog.useLocal(5,args)));
DULog.useDefLocal(9,i++))
{((java.io.PrintStream)DULog.useStatic(10,System.out )).printin
((java.lang.String)DULog.cp(14," - <"+ (java.lang.String)DULog.useArray(13,
(java.lang.String[])DULog.useLocal(11,args ),DULog.useLocal(12,i))+">"));

}
System.exit( (int)DULog.cp(15,0));

} catch(Exception e) {DULog.exceptHandlerCall(18);DULog.defLocal(16);
System.exit( (int)DULog.cp(17,1));

} finally{DULog.leave(20);}

}
,DULog" short for ,de.fau.cs.swe.sa. rt.DULog"
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Example: Instrumentation Log

1 useStatic public static final java.io.PrintStream java.lang.System.out 4 31
2 cp public void java.io.PrintStream.printin(java.lang.String) 4 43
3 defLocal int OutputParameters.main([Ljava.lang.String;).i 5 0
4 uselocal int OutputParameters.main([Ljava.lang.String;).i 5 39
5 uselocal [Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args 5 42
6 useArrayLength [Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args 5 42
7 newPredicate - 5 25
8 predResult - 5 25
9 useDefLocal int OutputParameters.main([Ljava.lang.String;).i 5 55
a useStatic public static final java.io.PrintStream java.lang.System.out 6 39
b uselocal [Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args 6 59
¢ uselocal int OutputParameters.main([Ljava.lang.String;).i 6 64
d useArray [Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args 6 59
e cp public void java.io.PrintStream.printin(java.lang.String) 6 51
f cp public static void java.lang.System.exit(int) 8 36
10 defLocal java.lang.Exception e 9 0
11 cp public static void java.lang.System.exit(int) 10 36
12 exceptHandlerCall - 9 19
13 enter public static void OutputParameters.main(java.lang.String[])

PARA: [Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args 2 0
14 leave public static void OutputParameters.main(java.lang.String[]) 2 0
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Log-Events

CallPoint NewCall

DefineArray NewCallCompleted
DefineField NewPredicate
DefineLocalVariable NewSwitchPredicate
DefineStaticVariable PredicateResult
EarlyConstructorEnter SwitchPredicateEquivalent

EnterClassinitialisation SwitchPredicateResult
EnterConstructor UseArray
Enterinstancelnitialisation UseArrayLength
EnterMethod UseField
ExceptionHandlerCall UseLocalVariable
LeaveClasslinitialisation UseStaticVariable
LeaveConstructor UseDefineArray
Leavelnstancelnitialisation UseDefineField
LeaveMethod UseDefineLocalVariable
NewArray UseDefineStaticVariable
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Example: Run-Log (application executed with 2 parameters)

0-NewThread

1-EnterMethod: "OutputParameters.main(java.lang.String[])"
2-DefineLocalVariable: "OutputParameters.main([Ljava.lang.String;).args"
3-UseStaticVariable: "java.lang.System.out"

4-CallPoint: "java.io.PrintStream.println(java.lang.String)" (virtual)
5-DefineLocalVariable: "OutputParameters.main([Ljav  a.lang.String;).i"
6-NewPredicate

7-UseLocalVariable: "OutputParameters.main([Ljava.l  ang.String;).i"
8-UseLocalVariable: "OutputParameters.main([Ljava.lang.String;).args"
9-Newlnstance

10-UseArrayLength: "OutputParameters.main([Ljava.lang.String;).args.length"
11-PredicateResult [true]

(-]

17-UseDefineLocalVariable: "OutputParameters.main([  Ljava.lang.String;).i"
(-]

29-NewPredicate

30-UseLocalVariable: "OutputParameters.main([Ljava.lang.String;).i"
31-UselocalVariable: "OutputParameters.main([Ljava.lang.String;).args"
32-UseArrayLength: "OutputParameters.main([Ljava.lang.String;).args.length"
33-PredicateResult [false]

34-CallPoint: "java.lang.System.exit(int)" (virtual)

35-EndOfLog
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Example: DU-pairs

[DefineLocalVariable{3{@(5;0)} :int OutputParameters.main([Ljava.lang.String;).i

=> [UseLocalVariable]{4{@(5;39)} :int OutputParameters.main([Ljava.lang.String;).i

=> [UseLocalVariable]{12}{@(6;64)} :int OutputParameters.main([Ljava.lang.String;).i

=> [UseDefineLocalVariable {9 @ (5;55)} :int OutputParameters.main([Ljava.lang.String;).i

#3
[Define]{-10K<IMPLICIT>@(0;0)} :public static final java.io.PrintStream java.lang.System.out

=> [UseStaticVariable]{1{@(4;31)} :public static final java.io.PrintStream java.lang.System.out

=> [UseStaticVariable]{10{@(6;39)} :public static final java.io.PrintStream java.lang.System.out

#2
[DefineLocalVariable]{19POH@(2;0)} :[Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args
=> [UseArray[{13{@(6;59)} :[Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args

=> [UseLocalVariable]{11{@(6;59)} :[Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args
=> [UseArrayLength{6{@(5;42)} :[Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args.length
=> [UseLocalVariable{5{@(5;42)} :[Ljava.lang.String; OutputParameters.main([Ljava.lang.String;).args
#4
[UseDefineLocalVariable{9{@(5;55)} :int OutputParameters.main([Ljava.lang.String;).i

=> [UseLocalVariable]{4{@(5;39)} :int OutputParameters.main([Ljava.lang.String;).i

=> [UseLocalVariable]{12{@(6;64)} :int OutputParameters.main([Ljava.lang.String;).i

=> [UseDefineLocalVariable{9{@(5;55)} :int OutputParameters.main([Ljava.lang.String;).i
#3

TOTAL:12
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Covered DU-pair browser

£ DU-Pairs [JDKSort / Test Set 0] X
List of coversd DEFINITIONS: Occurence of selected DEFs andfor USEs in file: %EHCS\JDHSDHJEVE bl
int metrics JOKSor st (lintint).c (38,0) WAL

int ietrics JDKSor sor (Lt rt).o (38,00

int metrics JOKSort sort1(Lintint) a (42,29)
int metrics JOKSort sor1(Lintint) o (43,17)
int metrics JDKSart sort1(0L
int metrics JDKSar sort1

int metrics JOKSort sort1 (L intint).c (52,26)
int metrios JDKSort sort1(Lintint).n (56,00
int mietrics JDKSar sort1(Qlintirt).= (57,9)
int metrics JDKSon sor (Lt int).s (58,9)
int metrics JOKSort sort1(Lintint).s (61,14)

JEstablish Invariant: = (=)* (v)F v
inta=off,b=g,c=off+len-1,d=c
whiletrug) {
wehile (ff <= ¢ 88 (B <= ) {
if (o] == )
wan(x, a++, B
o

i
while (¢ >= 88 1] 5= ) {
if (xfe] == v)
Swap(x, ¢, o)
=

def

List of USES reached by selected defintion:

¥
=)
break;
swantx, i+ o
i

It Swiap parttion elements back to riddle
ints,n=off + len;

s = Math.min(a-off, Bla 3 vecswaptx, off, Bs, =),
5 = Mathmintd-c, ned-1%; vecswap(x, B, n-s,s)

I Reecursively sort non-perttion-elements
itis=Bay=1
sort(x, off, s},
i (s =ehc)= 1)
ot (x, n-s, 33,
I
private void swapdint 5[, int &, it b) {

intt = xfaj;
e ol = il &
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Covered dataflow-annotated CFG

Huffinan decode() i

Huffman decode() bitPos

Huffman decode() bitPos

Huffman dacods() i | | Huffinan decods() encodedByte ‘
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First Experimental Results

Project Size Max. number of
identified context-
free DU-Pairs
The Towers of Hanoi 38 LOC 42
1 class (1.272 bytes)
Dijkstra‘s shortest path | 102 + 57 LOC 213
2 classes (4.589 hytes)
JDK integer-array sort |82 LOC 315
1 class (2.639 bytes)
Huffman encoding 240 + 78 LOC 368
2 classes (10.089 bytes)
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First Experimental Results™ (all-uses)

Project Coverage Test set size Generation
Average Average Average
Min / Max Min / Max Min / Max
The Towers of Hanoi 42 2 9.2
42142 2/2 5/15
Dijkstra‘s shortest path 213 2 29
213/213 2/2 10/89
JDK integer-array sort 315 2 117
315/315 2/2 5/348
Huffman encoding 367.6 3.6 155.8
366 / 368 3/5 10/540

“average over 5 runs, 1000 generations each, with default setup (self-adaptive multi-objective aggregation)
coverage weight: 1 vs. test set size weight: 0.05
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. *
Experimental Results
Comparison for project “JDK integer-array sort”
Population size Coverage Test set size Generation
Average Average Average
Min / Max Min / Max Min / Max
40 315 2 117
315/315 2/2 517348
30 315 2.6 57.8
315/315 2/4 241104
“average over 5 runs, 1000 generations each, with self-adaptive multi-objective aggregation
coverage weight: 1 vs. test set size weight: 0.05
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Experimental Results’

Project Coverage Test set size Generation
CPU-time™ Average Average Average
Min / Max Min / Max Min / Max
The Towers of Hanoi 42 2 10.4
~1:20 42142 2/2 3/20
Dijkstra‘s shortest path 213 2 63.2
~5:20 213/213 2/2 25/165
JDK integer-array sort 315 2 79.6
~6:58 315/315 2/2 15/ 264
Huffman encoding 368 3 64.2
~9:14 368 /368 3/3 39/96

*average over 5 runs: multi-objective aggregation (mutation rate: 25%)
coverage weight: 1 vs. test set size weight: 0.05
~ resources on workbench host in min:sec (for 200 generations; test case execution parallelized on 6 PCs)
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Motivation:

functional testing covers only a subset of the “true functionality”
provided by a given code (nheglecting Trojan horse behaviour)

structural (especially dataflow) testing increases the chance of finding
abovementioned faults

State-of-the-art in practice
expensive test data generation
expensive check of test results because of large test sets

Proposed solution by means of .gEAr:
maximise the coverage according to a given testing strategy
minimise the number of test cases (=> reduced effort)
achieve both goals by fully automated test set generation
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